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ABSTRACT

In this study, the loT devices used for home patient care have been evaluated for the sources of data
leaks and possible security measures that may be experienced in the process from the data owner to data
storage stage. In order to identify possible risks and threats, 4 different target scenarios were created.
These scenarios include home internet connection resources, data transfer, data storage, and access. 8
different attacks were applied to these possible scenarios where data leakage could occur. In addition,
recently, blockchain applications and smart contract transmissions are preferred for data security.
Among the attack scenarios, Short Address Attacks and Smart Contract Overflow are attack
methodologies used for blockchain security. In particular, denial of service was encountered in all
attacks on wireless. Configuration errors, wrong product selection, use of weak passwords, and default
configurations in the 10T ecosystem seem to be the main sources of data leaks. As a result, the study
includes possible attacker scenarios and possible vulnerabilities have been extracted within the scope of
real scenarios. In addition, the measures to be taken against these vulnerabilities were evaluated and
recommendations were given to take maximum security measures to prevent data leaks from within the
10T ecosystem.

Keywords: loT, Healthcare, Cyber Security, Data Leak.

1. INTRODUCTION increase of sensitive data in digital
Health services can be defined as the whole of environments today [5]. It is a great threat for
services performed by experts to prevent, sensitive and critical health data to fall into the
diagnose and treat diseases, injuries, physical hands of attackers. Recently, it has been
and mental disorders experienced by people [1]. discussed how the developed systems are secure
The improvement of health services is one of in terms of personal data privacy and data
the most important factors that increase the leakage threats [6]. When the devices in the
comfort of human life [2]. The improvement systems used are examined, it is seen that they
and development of health services day by day do not apply sufficient security procedures. The
are carried out simultaneously  with widespread and rapid use of 0T devices reveals
technological developments. The reason for this security vulnerabilities in these devices and
is based on the need for critical data and instant creates question marks in data security,
intervention in healthcare services [3]. Almost integrity, and confidentiality criteria in health
all of the developed systems are used to store or data [7].
process the health information of the patient
followed by the internet infrastructure. These In this study, the resilience, risks, and possible
developments seem to form the basis of loT importance of loT devices and data transfer
systems in the field of health [4]. layers used in-home patient care services
against possible cyber-attacks were evaluated.
The widespread use and rapid growth of the 10T First, attack matrices for different layers were
ecosystem in the field of health has enabled the developed and attacks were carried out in test
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environments. The risks and data leakage
sources obtained as a result of these attacks
were evaluated and information about possible
precautions were given.

2. INTERNET OF HEALT CARE
THINGS ECOSYSTEM

Along with the use and advantages of loT
systems in Industry 4.0, it has also created a
vision in the follow-up of people in need of care
at home [8,9]. Increasing healthcare costs, rapid
response, and instant monitoring make loT
devices preferred in-home patient care. Regular
follow-up and monitoring of the person's health
information also increases the determination of
the experts to diagnose [10]. The increase in the
amount of data collected has also paved the way
for the spread of artificial intelligence systems.
With this, the data has brought with it problems
regarding the protection and privacy of this
data. Transferring and storing data sources at
home to experts via the internet brings security
measures to the fore [11].

Recently, blockchain technology has been
preferred for the protection of health data due to
its security and integrity capabilities. When the
literature studies are examined, it is seen that the
storage of blockchain-based health data will
minimize the possible risks. In this part of the
study, studies in the literature that use
blockchain technology for data privacy are
examined. In their study, Adanur et al. used fog
computing and blockchain technology together.
A blockchain-based system has been proposed
for the confidentiality and transmission of
analysis and laboratory results obtained from
individuals in the field of health. In this way, it
is said that the concerns about the
confidentiality and security of the transmitted
data are avoided [12]. Rathee et al. proposed a
model for the protection of data created with
l0T technology in the field of health. The values
obtained from the patients, the transfer of these
values, the processes of guaranteeing the
unchangeability of the drugs in the prescriptions
created for treatment were provided with a
model they named Healthchain Multimedia.
The proposed model has been tested with
Falsification Attraction and Wormhole attacks
and successful results have been obtained [13].
Dwivedi et al. propose a distributed blockchain
structure to eliminate the potential danger of
privacy and security after medical data is
obtained with 10T technology. Biological
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values obtained from the patient through
sensors are included in the blockchain system
by wrapping them with symmetric encryption
methods known as the ARX algorithm to the
physician [14]. Griggs et al. proposed a secure
system, the infrastructure of which was
prepared with 10T technology and supported by
smart contracts, which can perform real-time
follow-up of patients. All processes of patient
records can be easily followed without being
manipulated. According to the status of the data
received from the wireless body sensors, a
notification will be sent to the relevant
physician through solid contracts. In this way,
correct and early intervention opportunities will
be provided for the patient [15]. Srivastava et al.
proposed a model that shows how the remote
patient monitoring system established with the
0T infrastructure is secured with blockchain
technology. The proposed model promises
secure data communication over the network.
Data is stored on the cloud with the ARX
encryption method. Also, a double encryption
scheme is used to make the symmetric key more
secure over the network, and they use the
Concept  Diffie-Hellman Key Exchange
Technique on the blockchain base, which
protects the public key from an intruder [16].

The control of the systems in the house has been
provided by electronic systems with the
introduction of smart houses into our lives.
Especially in the first systems, the controls that
started with the command and sound were
shaped by joint movements and autonomous
systems [17]. Wired and wireless networks
established in the house collect data and provide
remote control. Together with 10T devices,
interconnected devices can process their own
data and make autonomous decisions [18]. The
increase in systems and the production of data
also attract the attention of attackers. Possible
configuration errors, use of vulnerable systems
or technologies increase data leaks [19]. In this
study, it is aimed to identify threats and
measures to ensure the security of health
records within the IoT ecosystem. In this
context, studies carried out for home patient
care in order to create the attack matrix were
examined and the technologies used were
determined. As seen in Table 1, the
technologies preferred by the studies related to
the production, processing, monitoring, and
storage of health data are listed. Thus, the
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framework of the attack matrix to be used in our
study was formed.

Table 1. Examination of home healthcare practices
in terms of the technologies they use.

Study Study Purpose Technology
[20] Early Diagnosis of MMS and
Heart Attack EGPRS
[21] System of careand ~ WIFI and GPRS
emergency medical
assistance of
chronic lung
patients
[22] Remote Follow-up ~ GSM and WIFI
of Patients in Coma
[23] Correct location of ~ Arduino Uno and
faults GPS
[24] To be able to store  Raspberry Pi 3,
the basic health Sensors, BLE
parameters of Adapter, GSM
patients Module
[25] Remote Follow-up Arduino Uno,
of Patients in Coma  GSM Module,
Cloud Storage
[26] Continuous Arduino and
monitoring of WIFI
patients
[27] Storage of medical Zigbee and
data WBAN
[28] Storage and Intel Galileo Gen
monitoring of 2, XBEE S2
medical data Sensor
[12] Secure Sensors and
transmission of Blockchain
medical data
[13] Ensuring the Sensors, 10T,
security of medical Blockchain
data and
prescriptions
[14] Keeping medical Sensors, 10T,
data encrypted on a Blockchain
distributed
blockchain
structure
[15] Real-time secure 0T, smart
patient follow-up contracts,
thanks to smart Blockchain
contracts
[16] Developing a 0T, smart
secure remote contracts,
patient monitoring Blockchain

system
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3. CYBER ATTACKS FOR DATA
BREACH IN INTERNET OF
HEALTHCARE THINGS ECOSYSTEM
IoT networks basically consist of 4 layers:
devices, data, connection and users. In
particular, the device and data layers face more
attacks. In-network short-distance networks
(Bluetooth, NFC, WIFI, Zigbee, etc.) are used
in the creation of sensitive health records within
the 10T ecosystem. After the data is collected in
the network, it is transferred to the wide
network with different protocols as shown in
Table 2. During this process, it may face data
leaks and system blockages. In this study, the
risks and possible precautions against leaks of
patient care data produced within the loT
ecosystem were evaluated. In the tests
performed to detect the potential risks of the
ecosystem, mock test data were used.

Table 2. Network technologies used in the
transmission of health records in the 10T ecosystem

Communication Standard

WIFI IEEE 802.11 a/c/b/ d/g/n

WiMAX IEEE 802.16

WSN IEEE 802.15.4

LR-WPAN IEEE 802.15.4 (ZigBee)

Mobile 2G-GSM, CDMA 3G-
UMTS, CDMAZ2000 4G-
LTE

LoRa WAN LoRaWAN R1.0

3.1. Cyber Attacks for Data Breach in
Internet of Healthcare Thinks Ecosystem

A practical attack scenario has been developed,
as shown in Figure 1, in order to detect possible
vulnerabilities in Call Control or SMS
controlled systems where the internet
connection in the house is via GPRS. HackRF
Dongles are used for this. In the attack scenario,
a temporary GSM line was purchased and tests
were carried out with the open-source mobile
communication called osmocon. The test phone
was connected to the computer via USB-TTL
and mobile communication was started via
osmocon. Basically, it is aimed to capture the
information and wireless traffic transmitted by
GSM within the 10T ecosystem. The first goal
of this attack is to capture the International
Mobile Subscriber Identity (IMSI). Used to
receive IMSI data, IMSI Catcher acts as a base
station and allows the target to connect to itself.
The following tools are preferred for attacking
loT networks using GSM-based
communication. Application tests were carried
out on the Kali operating system.
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e Wireshark
e HackRF

e kalibrate

e gr-gsm

Wireshark is an open source software that
enables the examination and monitoring of the
network data it is connected to from the
interface. Network packets can be monitored or
recorded instantly with Wireshark. Detailed
analysis of the recorded network data can be
performed later.

The system created as a result of the hardware
and software requirements given above for
obtaining GPRS and SMS data is called IMSI-
Catcher. It stands midway between the station
and the telephone, as shown in Figure 1.

()

Cellphone Towe

Weak signal from tower
| |
stronger signal
———p

IMSI Catcher Device

-~ ==

Figure 1. Example attack scenario diagram.

After the applications are installed on the
system, first of all, the frequency band ranges
should be known in order to monitor the GSM
traffic (Turkey: 900 MHz -1800 MHz). When
the scenario runs, base stations close to the test
environment are detected. Then, GSM traffic
was captured with Wireshark. The following
filtering is used to see the data of GSMTAP
protocol in the Wireshark packet monitor.

wireshark -k -f udp -Y gsmtap -i lo

The airprobe_rtlsdr_capture tool was used to
capture the SMS traffic. The tool is used to
capture SMS data in traffic with the following
parameter.

airprobe_SMS.py -c capture.pcap -s 1000000 -
f 949200000 -m SDCCH8 -t 2 -e 1 -k
OxOE,0x10,0xEA,0xF3,0x02,0x99,0xF2,0xC4

Here -e 1 specifies the A5/1 algorithm and -k
specifies
0x0E,0x10.0xEA,0xF3.0x02.0x99.0xF2.0xC4
Kc. It is the key used to wirelessly encrypt the
KC telephone network.

GPRS Tunneling Protocol (GTP) traffic was
monitored for possible threats in the
transmission of health data via GPRS within the
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IOT ecosystem, as seen in Figure 2. There are
two different types of traffic in the scenario,
GTP Policy Out and GTP Policy In. By
examining the GTP traffic, it has been seen that
it is possible to access the data of the GPRS
flow.

e GTP Policy Out is traffic from client to
server

e GTP Policy In is the traffic from the
server to the client

Frame 8: 138 bytes on wire (1164 bits), 138 bytes captured (1164 bits)
Ethernet II, Src: Vmware_da:dl:de (00:0c:29:da:dl:de), Dst: Vmware_e3:cé:4d (80:0c:29:e3:c6:4d)
Internet Protocol Version 4, Src: 192,168.48.178, Dst: 192.168.48.179
User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocel

Flags: @x32

Message Type: T-PDU (xff)

Length: 88

TEID: 2x0000001 (1)

Sequence number: Gx267c (%852)

T-POU Data: 45000854067700004081982:c@a828b2cabh2892000017¢6. . .
Internet Protocol Version 4, Src: 192,168.48.178, Dst: 202.11.40.158
Internet Control Message Protocol

Figure 2. Wireshark monitoring of GPRS traffic.

3.2. Attack for Wireless Networks Controlled
10T Ecosystems

The use of wireless networks in smart home
systems and 10T ecosystem is carried out with
many technologies as shown in Table 1. WIFI
offers an average data transfer rate of 1 Mb/s —
6.75 Gb/s and WIMAX offers a data transfer
rate between 1 Mb/s — 1 Gb/s. Recently,
especially the large number and size of data has
brought the widespread use of WIFI and
WIMAX to the fore. In the scheme shown in
Figure 3, first of all, 8 processes were created
on the attack computer and DDOS attacks were
made on the detected wireless networks. In the
second stage, it has been determined whether it
is possible to access the health records and
sensitive data in the 10T network with the attack
types given below.

Access Control Attacks
Confidentiality Attacks
Integrity Attacks

Authentication Attacks

) JL¥

SR oy &
EEEEM”

Atacker Test Computers

e o o oo

((((rl))))

Clean Traffic

.......

4
3
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Figure 3. Anomaly diagram for WIFI and WIMAX
networks.

First, the attacking computer was put in the
USB WIFI adapter monitoring mode, and the
WIFI and WIMAX network devices around
were listed as shown in Figure 4. For attack
targets, wireless network signals within 5 km of
average open area were scanned. As a result of
the scanning, the ESSIDs of the sample loT
networks were determined.

ccup P 1eko

Figure 4. Monitoring Mode Scanner.

Basically, in the I0T ecosystem with WIFI and
WIMAX networks, firstly, the selected user is
dropped from the network by sending deaulth
packets as seen in Figure 5, in order to
determine the passwords of the devices
belonging to the users. When the active device
wants to connect to the network again, its
packets are captured and saved as a cap file.
Thus, in the registered packets, sensitive data
and network password information are searched
by performing packet analysis with Wireshark,
as in Figure 6.

Sending 64 directed Deduth (code 7). STMAC: [28:16:AD:AB:SE:BE] [22]68 ACKS
)1 Sending 64 directed DeAuth (code 7). STMAC: [28:16:AD:AB:5E:BE] [ 0]50 ACKs]

4:02 Sending 64 directed DeAuth (code 7). STMAC: [28:16:AD:AB:SE:BE] [ 0[47 ACKs]
Sending 64 directed DeAuth (code 7). STMAC: [28:16:AD:AB:SE:BE] [37|54 ACKs]

Figure 5. Sending deauth packets.

Protocol Destination

Length Info

a2 5 SL, PR, Flags=.p....F

Flguir”é" 6. Examination of packets with Wireshark.

The network password HASH value obtained
after the packet analysis of the target loT
devices should be estimated. As shown in
Figure 7, the hash matching process has been
completed by uploading the wordlist with the
software named aircrack and hashcat.
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[00:00:21] 138944/9822768 keys tested (6412.37

Time left: 25 minutes, 10 seconds

Current passphrase: may201986

A4 05 82 F1 6E C8 75 68
DE CE 98 55 3D 0B 81 15

: AB AE 0D D6 C1 86 88
E9 D8 38 B7 C5 F2

Master Key

Transient Key : 25 6F 82 BB72 72 C7 11 CC CA A5 55 1F 2B
F4 DA BA 8C 30 93 8D B3 BF AA 26 0B C7
0B EB 00 C2 95 OF 99 A2 1C 92 37 B5 DE A8
2A 32 34 A6 D8 5C 77 FE A4 46 OF 13 9A

EAPOL HMAC : 40 CE 9A OF 2A 30 17 BD 38 D4 78 60 C1 CD

Figure 7. Brute force attack on 10T networks.

Hashcat is an attack software with GPU and
CPU support that enables the detection of open
data from the obtained hash data. In decoding
the hash data obtained from WIFI and WIMAX
networks, a wordlist consisting of seven million
data was used by using hashcat GPU support.

An Evil Twin attack was carried out by
simultaneously creating a fake wireless network
while 10T devices were exposed to the deauth
attack. In the loT ecosystem, due to the
communication network and its protocols
between devices, the device automatically
connects to the network device that signals
closer to it. However, since they both have the
same name, the user cannot notice it. Thus, it is
aimed to connect 10T devices to the fake
network and collect data packets. In addition, a
Man in the Middle — MITM attack was carried
out on loT devices whose passwords were
detected. With this attack, tests of accessing the
data flow of loT devices, manipulating and
blocking the data were carried out.

3.3. Attack For Blockchain-based 10T
Ecosystems

Although the blockchain was first mentioned
with cryptocurrencies, it has recently been
widely used to ensure data security. In
particular, ensuring the security and integrity of
sensitive data is carried out with blockchain
applications. It provides its own security with
the mechanisms wused in the blockchain
structure. However, although it is not possible
to provide 100% security, there are possible
attacks and risks in the blockchain [29]. Due to
its blockchain structure, it can face the
following attacks and risks [30].

51% Attack

Long-Range Attack

P+ Epsilon Attack

Brute Force Attack

Distributed Denial-of-Service (DDoS)
Border Gateway Protocol Hijacking
(BGP)
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o Balance Attack

e Mining Pool Attacks

e Sybil Attack
The attacks carried out within the scope of the
study were carried out in the transfer of the
health records shown in Figure 8, which we
previously developed, to the expert with the
smart contract and their storage in the
blockchain [31]. In the case study, data storage
is stored in BlockChainDB and Mongodb. C#
programming language interface software has
been developed to monitor the collected data.

Smart Contracts

Ve

oo E-E 3

Figure 8. Blockchain-based attack testnet.

First, the Smart Contract Overflow and
Underflow method was tested for accessing the
data stored in the blockchain. With this method,
it occurs in transactions that accept
unauthorized health data or value. A smart
contract overflow basically occurs when more
than the maximum value is supplied.
Commonly smart contracts are written in
Solidity, which can handle numbers up to 256
bits, where an increment of 1 causes overflow.

As the second attack, a short address attack was
made. A Short Address Attack is basically
similar to a SQL injection error and occurs
when an insufficient data flow is detected. This
vulnerability is an input validation error and is
mostly exposed by the sender due to weak
transaction generation code. Finally, a DDOS
attack was applied to test the continuity of
communication in all possible scenarios.

3.4. Potential Post-Attack Threat and Risks

The results obtained as a result of attacks on the
test environment where devices are controlled
by call, sms and GPRS in the 10T ecosystem are
given in Table 3. As a result of four different
attacks, it was observed that GSM operator
headers, call and SMS information were
accessed, especially in attacks with IMSI
Catcher hardware. In GSM-based systems, it
has been determined that there are cases where
access to API or database is performed in the
target system and session verification is not
used. As a result, it is possible to send
parameters to l0T devices or to monitor and
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copy incoming sensitive data. The attacks on the
target system and the results show that the
security structures in GSM-based systems are
insufficient.

Table 3. Attack evaluation of GSM, SMS and
GPRS based IoT systems.

Attack Result
Type

IMSI Data Leak - MCC (Mobile

Catcher Country Code), MNC (Mobile
Network Code) and MSIN

(Mobile Subscriber Identification
Number)

GSMTAP Data Leak (Call Parameters)

GTP Data Leak (SMS DATA)

DDOS Success (service is blocked)

Five different attack modeling has been carried
out on WIFI and WIMAX networks, which are
more  commonly  preferred in  the
communication of loT devices. Incomplete
configuration of IoT devices and edge devices
in the data collection and transfer process is one
of the most common mistakes. Table 4 shows
the attacks on target systems and their results.
Although the passwords of the default wireless
networks meet the strong password criteria, it is
seen that modem, access point (AP), or switch
interface configurations are not made. With the
MITM attack, access to the data produced by
loT devices is provided. In addition, it has been
determined that devices can be dropped from
the network with a deauth attack and redirected
to fake connections with an Evil Twin attack. In
cases where continuous data flow is made and
critical health data is monitored instantly, data
flow can be interrupted by DDOS attacks. This
is expected to result in life-threatening risks.

Table 4. Attack evaluation of WIFI and WIMAX-
based 10T systems

Attack Type Result Password
Detection
Brute Force - Fail
(aircrack)
Hashcat - Yes
MITM Data Leak -
Evil Twin Data Leak Yes
DDOS Success (service is -
blocked)

In order to ensure data security, data is stored in
the blockchain structure in wired and wireless
communication solutions and transferred to
experts with smart contracts. Data from within
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the 10T ecosystem is mostly transferred to the
wide network with web services. For this
reason, possible risks in WIFI and WIMAX
networks are predicted to be a threat within
blockchain-based systems. Three different
attacks were applied to the test blockchain
network as shown in Table 5. It is seen that the
probability of data leakage in blockchain-based
systems is very low. However, in these attacks,
data access problems are experienced during the
transfer of health data to specialists.

Table 5. Attack evaluation of blockchain loT

systems.
Attack Type Result Password
Detection
Brute Force - Fail
(aircrack)
Hashcat - Yes
MITM Data Leak -
Evil Twin Data Leak Yes
DDOS Success (service -
is blocked)

In order to ensure data security, data is stored in
the blockchain structure in wired and wireless
communication solutions and transferred to
experts with smart contracts. Data from within
the 10T ecosystem is mostly transferred to the
wide network with web services. For this
reason, possible risks in WIFI and WIMAX
networks are predicted to be a threat within
blockchain-based systems. Three different
attacks were applied to the test blockchain
network as shown in Table 5. It is seen that the
probability of data leakage in blockchain-based
systems is very low. However, in these attacks,
data access problems are experienced during the
transfer of health data to specialists.

4, MEASURES TO PROTECT
SENSITIVE HEALT RECORDS IN THE
I0OT ECOSYSTM

The process of collecting, transferring, and

monitoring sensitive health data in the loT

ecosystem needs to be carefully structured.

Many of the possible risks and threats appear to

be caused by configuration errors. Data leaks

and risks have been determined as a result of
different attack types and aggressive behavior in
test  environments.  Basically, security
requirements must include confidentiality,
integrity, source verification, data up-to-date,
service integrity, and key management. In the
light of the data obtained, the precautions to be
taken for the protection and secure
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communication of sensitive health records
produced within the framework of 10T home
patient care services are listed as follows.

+ In general, using a Virtual Private Network
(VPN) to prevent web traffic from being
monitored by attackers helps prevent MITM
attacks.

+ Data flow of 10T sensors configured in the
house is provided by WIFI. Here, the
wireless passwords of the modem and AP
devices must be at least 10 characters long
and a combination of letters-numbers-
special characters. In addition, the default
configuration of the device interface login
screens needs to be adjusted individually.

» Update and security patches of devices used
in 10T networks should be checked
periodically.

» Firewall should be preferred in order to
instantly monitor wired and wireless
network traffic and detect possible
anomalies.

* loT devices must be registered to the
network with MAC authentication.

» A secure data transfer environment should
be created by using strong encryption in
Bluetooth, Zigbee, Wi-Fi, GPRS, LoORa,
NFC and similar loT protocols.

» Network capacity and bandwidth should be
limited to the lowest value that will be
sufficient for the I0T system to operate.

+ The daily internet used in the home and the
internet networks used by loT devices
should be partitioned.

* loT protocols such as Message Queue
Telemetry  Transport (MQTT), Data
Distribution Service (DDS), Extensible
Messaging and Presence Protocol (XMPP),
Advanced Message Queuing Protocol
(RestFull HTTP), or  Constrained
Application Protocol (CoAP) should be
preferred.

5. CONCLUSION

Collecting and processing sensitive health
records with 10T devices has become a life
abandonment. In this and beyond, low-
complexity and high-reliability solutions should
be configured for 10T networks. In this study,
the current risks, potential threats, and security
measures of the 1oT ecosystem used in home
patient care processes are evaluated. First of all,
IoT studies related to patient care were
examined and the 10T technologies used were
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determined. An attack matrix was created and
test attacks were made with the findings
obtained. The risks, threats, and possible
precautions obtained after the attacks are
reported. Today, it is seen that the basis of
threats is wrong and incomplete configurations.
While designing security mechanisms in the
10T ecosystem, each 10T device layer should be
arranged with security requirements in mind.
Methods that are resistant to denial of service
and eavesdropping attacks should be developed
at the physical and media access layers.
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